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Abstract 

 

The Asia-Pacific Region is concerned with decency and morality issues paused by online content. Both global and 

regional players looking for partnerships need to consider all factors of the country in which they seek market access.  

 What are these factors and why are they so crucial?  

 

 How will concern over local cultural, ethnic, linguistic and political identity affect business environment in 

general and market liberalization in particular?  

  

 What are recent attempts in the Region at regulating interactive content?  

 

 What is the significance of the decision of ASEAN nations to collectively regulate online content, regulatory 

arrangements and other moves at enacting restrictive law in various other countries?  

 

 How will the Region respond to recent US and European initiatives in freeing up electronic commerce and online 

content of regulatory limitation? Strategic telecom partnerships in the Region should focus on benefits of global 

networks to provide vastly increased opportunities to foster mutual enrichment and economic opportunities. 

 

 

 

EXTENT OF ONLINE CONTENT 

 

Phenomenal growth of the Internet during the last four years has created an information explosion 

accompanied by pervasive access.  Thus came about is an information network that now affects everyday life of even 

the common man be it in culture, language, religion, social order, or in privacy, free speech, decency, and intellectual 

property. 

 

Percentage of Households Having Internet Access: 

     

Country %age 

 

 Country %age 

 

Japan 18.4  Australia 8.9 

USA 16  Singapore 7 

Germany 11.7  France 6.5 

Taiwan 10.3  South Korea 6.3 

UK 9.5  Italy 5.8 

    

(Source: IDC/Link Jan. ’97) 
 

 

Use of Internet: 

 

Individual’s use of Internet   Business Uses of Internet  

Purpose %age 

 

 Purpose %age 

 

Access the WWW 72  Collaborating with Others 54 



Send Email 65  Publishing Information 33 

Download Software 31  Gathering Information 77 

Interactive Discussion 21  Researching Competitors 46 

Non-interactive Discussion 36  Selling Products or Services 13 

Use another Computer 31  Purchasing Products or Services 23 

Utilise Real-time Audio or 

Video 

19  Providing Customer Service and 

Support 

38 

   Communicating Internally 44 

   Providing Vendor Support and 

Comms 

50 

 

Internet’s Exponential Growth: 

 

 New Web page every 4 seconds 

 No. Web sites doubling every 50 days 

 No. of hosts grows at 300 % per year 

 Links to more than 120 countries 

 More than 60 million users 

 

 

Future Market Estimates 

 

Forrester Research estimates that business-to-business commerce over the Internet will reach US$8 billion 

this year thus registering a tenfold increase over that of 1996. The value of goods and services traded between 

companies will rise to US$327 billion in 2002. (http://www.news.com/News/Item/0%2C4%2C12891%2C00.html) 

 

IDC estimates the transaction value of goods and services purchased through Internet will reach US$ 186 

billion by 2000. 

 

 

CONSEQUENCES: 

 

Governments are intending to institute control measures and censorship of content while cultural boundaries 

and distinctions are being run over by Internet.  Similarly, Internet is blowing probably the most decisive blow at 

distance-sensitive communication tariffs.  Consequently there are major issues to be dealt with in real urgency. 

 

Major Issues 

 

 E-commerce 

 Free speech, free expression 

 Encryption, cryptography 

 Copyright  

 Privacy 

 Intellectual property 

 Censorship efforts 

 Indecency, obscenity 

 Spamming, anonymous remailer 

 Gambling 

 

In a somewhat different grouping, the renowned Internet freedom site lists its archival holdings in the following major 

issue sets: 

 

 Activism & Govt. (http://www.eff.org/pub/Activism/) 

 Computers & Academic Freedom (http://www.eff.org/pub/CAF/) 

 Censorship & Free Expression (http://www.eff.org/pub/Censorship/) 

 Civil Liberties Issues (http://www.eff.org/pub/Civil_liberties_misc/) 

 Information Infrastructure  

 Global & Non-U.S., and U.S. State & Local Issues  

 Organisations Supporting the Online Community 

 Intellectual Property Online 

 Legal Issues & Cases 

 Legislation & Regulation 

 Net Culture & Online Community 

 Net Info & Resources 



 Privacy/Online Commerce - Digital Money & Transactions (http://www.eff.org/pub/Privacy/Digital_money/) 

 Privacy, Surveillance & Crypto (http://www.eff.org/pub/Privacy/) 

 Social Responsibility 

 

Let’s briefly review some of the more compelling ones. 

 

ISSUES 

E-commerce 

 

On July 1, 1997, US Federal Government issued the “Framework for Global Commerce” 

(http://www.iitf.nist.gov/eleccomm/ecomm.htm) to make buying and selling easier and more popular online.  The 

Framework lays the foundation for a set of predictable, consistent domestic and international rules in nine areas 

including encryption, taxation, censorship, and protection of children’s personal data.  It outlines for the first time a 

clear and comprehensive vision of how governments should deal with Internet as a global outlet for goods and 

services. (http://www.news.com/News/Item/0%2C4%2C12066%C00.html). 

 

The Framework makes recommendations in nine areas: 

1.  No new taxes on Internet commerce including provision of a “tariff-free environment” for international 

transactions. 

2.  In order to recognise electronic contracts and notarized documents, accept electronic signatures and other types of 

authentication, resolve disputes, set ground rules for exposure to liability, and streamline use of electronic 

registries for signatures a global “Uniform Commercial Code” should be enacted. 

3.  Electronic payments should not be regulated now except for monitoring experiments case by case. 

4.  Clear, effective protection of copyright, patent, and trademarks should be established including ratification of the 

treaties of the World Intellectual Property Organization (http://www.wipo.org/). 

5.  Privacy, particularly that of children, should be protected. In this sense, the Framework endorses private efforts 

now under way to create self-regulatory privacy protection systems, stating that consumers should be informed of 

what is being collected and how it will be used so they can bar or limit reuse of personal data. 

6.  Limits on excessive fees, based on national telecom monopolies, for online service providers and Internet 

companies should be removed. The administration will seek to enforce recent international agreements to limit 

non-tariff barriers. 

7.  Domestic regulations imposed on radio and television to shield viewers from objectionable content should not be 

extended to the Internet.  Instead, rating systems, content filtering, and industry self-regulation should help parents 

control their children's access. 

8.  Content quotas, excessive regulation of advertising and other methods of content control should be limited. The 

government will pursue global agreements to curb such practices. 

9.  The private market, not governments, should create technical standards and other mechanisms for interoperability. 

Government efforts risk inhibiting innovation. 

 

The two-day convention of European ministers and representatives from Japan, Canada and the United States 

concluded in Bonn immediately after the announcement of the Framework also endorsed it in a rare move of 

solidarity.  European Commission had long acted on various issues pertaining to online content and had passed 

resolutions aimed at standardizing member countries’ approach to Internet.  

 

Many questions pop up to one’s mind. 

   How will the Asia Pacific Region respond to US and European initiatives in e-commerce?  Especially at 

stake is “empowering the user” to protect data, filter content, and enable participation by all.  How to make the most 

of content: intellectual property rights, cultural, ethnic, and linguistic diversity? 

 

Is European Union optimism well founded in that the global networks will provide vastly increased 

opportunities to foster the values and to exploit the strengths of the cultural and linguistic diversity of Asia, like that 

for Europe, through contacts and exchanges between various cultures for mutual enrichment and economic 

opportunities?  

 

Will global communication and information networks, often felt as a threat to linguistic and cultural 

diversity, in fact prove to be a formidable tool in safeguarding and enhancing diversity? 

 

What is the responsibility of the actors? How can National governments, industry, and international 

organizations contribute significantly to the development of Global Information Networks?  How to ensure protection 

of general interests of society and of individuals? How to build confidence of industry and users in the operation and 

use of the networks? The key position are of host service provider, network operator and access provider; 

Government’s important role in laying down the legal framework for responsibility of the actors of Global Information 

Networks. 



 

How to deal with the phenomenon of misuse of global networks for criminal activities or distribution of 

illegal content? Do Global Information Networks exist in a legal vacuum? 

 

How significant is the “Green Paper on the Protection of Minors and Human Dignity in Audiovisual and 

Information Services” which was adopted by the Commission on 16 October 1996? 

 

Should one give priority to a regulatory or a self-regulatory approach (possibly backed up by legislation in 

the latter case) as regards parental control systems? What measures would be required?  

 

Cyberlaws 

 

“In countries where interactive computer communications or e-mails or browsing computer networks like the 

Internet is a part of every day life, inviolability of one’s privacy would pause serious problems.” Organisations 

monitor their employees’ communications. “Monitoring in the entire cyberspace where millions of network users are 

always on the move in search of new horizons would be an impossible exercise.  Even if a particular country were to 

have comprehensive laws and monitoring systems in place, how would it apply its laws to the intruders from other 

countries because today’s communications know no intercountry boundaries.  The information revolution has 

changed the concept of sovereignty.” (M. Yasin, Inviolability of Privacy in the wake of Emerging Communication 

Networks; Sustainable Development Policy Institute, Islamabad, Pakistan, 1997). 

 

MSC Cyberlaws: 

 

Commerce Enabling Cyberlaws 

 

Social Protection Cyberlaws 

 Digital Contract  Computer Crime 

 Digital Signature  Cyberfraud 

 Electronic Money, Cyber Payments  Content Regulation 

 Digital Intellectual Property  Privacy Protection 

   Consumer Rights Protection 

   Equity and Access 

 

For use in effecting: 

 

  Borderless Marketing Center 

  Telemedicine 

  R & D Cluster 

  Electronic Government 

  Smart Schools 

  Worldwide Manufacturing Web 

  Multimedia Funds Haven 

  Multipurpose Card 

 

Free expression 

 

 + Freedom to Read Statement: ftp://ftp.eff.org/pub/CAF/library/freedom-to-read.ala 

 + First Amendment: http://www.house.gov/Constitution/Constitution.html 

 

Cryptography Suppression Policy 

 

 Cryptography is useful for:  

 

 Protecting privacy of computerized files; voice and data communications 

 Guaranteeing that files and communications have not been modified Authenticating authorship of electronic 

documents (digital signatures).  

 

 Needed for personal privacy; crucial for business & corporate confidentiality  

 

 International Trade in Arms Regulations (ITAR) treats crypto as “ammunition":  

 

 US Federal government severely restricts export of crypto hardware and software 

 Prohibits export of free crypto software, already available worldwide  

 Prohibiting UC-B student from speaking about or publishing math research (Prior restraint on speech 

and press!)  

 



 Clinton administration seeking legislation to limit crypto use inside the U.S. 

 Wants "key escrow" - crypto keys escrowed with govt-approved agents  

 

 On 27 March 1997, the OECD approved Guidelines on Cryptography Policy (http://www.oecd.org/crypto_e.html).  

These Guidelines do not constitute a binding legal document, however they are the first attempt on an international 

level to bring about a common understanding of the issue of confidentiality. In the European Union, the provisions 

of the Data Protection Directive would have to be observed. 

 

Copyright 

 

 In an attempt to check on pirating of its stock of images, Playboy announced to embed digital watermarks in 

all of its digital photos. The watermarks in this case serve a dual purpose: to identify a given image as property of 

Playboy, and to provide a means of tracking images on the Net to root out unauthorized users.  

(http://www.news.com/News/Item/0,4,11981,00.html).  Whereas it now appears that the watermarks on a substantial 

quantity of images tagged are either too faint to be identified or fail to 

register at all.  The problem has to do with the techniques webmasters use to manipulate images, such as shrinking 

them or using JPEG compression, which gives the watermark too little data to successfully encode and adds noise. 

(http://www.nytimes.com/library/cyber/week/111197digimarc.html). 

 

Due to the many obstacles to applying and enforcing intellectual property laws on the Internet (e.g., users can 

easily make illicit copies and distribute them at will), entertainment companies, publishers and software manufacturers 

would like to see clarified and expanded intellectual property rights on the network. 

 

A bill approved lately by the US House stipulates strong sanctions against individuals who are found guilty 

of copyright infringement online. “No Electronic Theft Act” would  make it a felony to possess 10 or more copies of 

copyrighted materials whose value is greater than $2,500 -- regardless of whether the piracy had  resulted in a profit 

of any kind. Violators would face up to five years in prison and a $250,000 fine.  Copying materials with a value of 

more than $1,000 would be a misdemeanor punishable by up to one year in jail. 

 

The U.S. Copyright Act (http://www.law.cornell.edu/usc/17/overview.html) provides an economic incentive 

for the creation and distribution of ideas, by creating exclusive rights to control the exploitation of original creative 

works.  The copyright owner has the exclusive right to reproduce (or not reproduce) a given work, to prepare 

derivative works (e.g., a movie based on a novel), to sell or license the work, and to perform or display the work in 

public. These rights last a long time - for the life of the author, plus 50 years, or in the case of a "work for hire", where 

a copyright is owned by an employer of the creator, for up to 75 years after first publication. You can learn about the 

fundamentals of copyright at The Copyright Website. (http://www.benedict.com/fund.htm). 

 

On the other hand, now may be the time to rethink the copyright law, and it would be nice to see a trend of 

copyright radicalism to counterbalance the pro-publisher mentality. 

 

              Things to consider: 

 

* Information may not be free, but it should be very cheap. The massive costs associated with the printed word - 

paper, printing, storage, distribution, even marketing - will all diminish fantastically as the Internet becomes a 

mainstream vehicle for delivering information.  

* To the extent the Internet furthers the ultimate purpose of the copyright laws - enhancing the free flow of ideas 

by reducing the costs to publish and distribute information - it may be appropriate to reduce, rather than 

increase, some rights granted to copyright holders. 

* Does copyright protection need to last for seven decades, for example, when the up-front cost to exploit a work 

has been so dramatically reduced?  

* Increased bandwidth will mean dramatically increased temptation and opportunity for individuals to collect and 

distribute copyrighted media of different types through the network. A 500 MB file (large enough to hold an 

audio CD, CD-ROM, or full-length quicktime movie) can be transferred in under seven minutes at cable 

modem (10 Mbps) speeds.  

* Should copyright laws, particularly those that might result in substantial fines or criminal penalties, even apply 

to private, non-commercial copying of protected works? 

* It may be appropriate to question whether extensive copyright protection is necessary or even good for 

technology. If ARPA guarded TCP/IP as its intellectual property, there would be no Internet, nor would there 

be if the developers of telnet, ftp, gopher or WWW protocols or software had not released their creations to the 

world free of charge. Although it is often said that the breach between rich and poor will be drastically and 

perhaps permanently widened by inequities in access to the network, the same argument applies to unequal 

access to the information on the network due to its cost. 

 



Privacy 

 

US Federal Trade Commission indicated to the members of Senate and House Commerce Committee that it 

did not recommend Congress take immediate action to regulate how personal information is collected in cyberspace, 

instead, the industry self-regulation should be given a chance. (July 31, 1997). 

(http://www.news.com/News/Item/0%2C4%2C13008%2C00.html?nd). 

 

“All said and done, privacy in cyberspace perhaps will remain a dream unfulfilled.  Ethics only will remain 

the basis for such a concept.”  (M. Yasin: Inviolability of privacy in the wake of emerging communication networks; 

Sustainable Development Policy Institute, Islamabad, Pakistan, 1997). 

 

Internet Privacy Standard 

 

 http://www.eff.org/pub/Privacy/Etrust_Internet_standard/960710_etrust.announce: 

Initial announcement of the Etrust project, a joint effort of the Electronic Frontier Foundation and industry 

representatives to set WWW standards for notification and certification of web site privacy and information-gathering 

practices. The new PICS-compatible standard calls for graphic symbols depicting site policies on collection of 

personally-identifiable information, and use of that information, backed up by an auditing & certification process, to 

protect the consumer. 

 

Intellectual Property 

 

The concept of intellectual property and its implications are commonly known yet often uniformly ignored.   

 

Check with the World Intellectual Property Organization (WIPO, http://www.wipo.org/) and NII Intellectual 

Property Report (White Paper) http://www.uspto.gov/web/ipnii/. 

 

Censorship Efforts 

 

US Communications Decency Act” (Exon bill): 

 

* Amended the Telecommunications Reform Act;  

* Prohibits using any telecommunications device for "any comment, request, suggestion, proposal, image, or 

other communication which is obscene, lewd, lascivious, filthy, or indecent, with intent to annoy, abuse, 

threaten, or harass another person".  "Filthy" is not even legally defined; "Indecent" is legally defined only for 

FCC censorship of broadcasters 

* Prohibiting "annoying" speech unconstitutional in voice and print. 

* Also criminalizes anyone who "knowingly permits any telecommunications facility under such person's control 

to be used" to "make [anything nasty available] to any person under 18 years of age regardless of whether the 

maker of such communication placed the call or initiated the communication"  

* Criminal penalty of up to 2 years in prison and/or $100,000 fine  

 

Cox/Wyden amendment competes with Exon; proposes DoJ study possible needs. 

 

Other officials are calling for censoring offensive speech, dangerous info, etc.  

 

Private-sector Censorship Efforts 

 

*   Litigation by Church of Scientology (COS) & its Religious Technology Center  

*   Investment banker won litigation against Prodigy; now on appeal 

*   Companies prying on employees’ email and other communications. 

 

National Information Infrastructure 

 

NII should support the following:  

 

*   Universal access 

*   Seamless, interactive, user-driven operation of the NII. (Not a Turner/Disney platform) 



*   A system that will ensure that the immense reservoir of government, public and private information will be 

available to the public easily and equitably.  

 

Decency 

 

The first of the on-line anti-speech measures, of course, is the Exon bill, the so-called Communications 

Decency Act of 1995, http://www.eff.org/pub/Censorship/Comm_Decency_Act/]. This legislation, as passed by the 

Senate, would have seriously eroded privacy and freedom of expression on the Web. Cox/Wyden proposed "Internet 

Freedom and Family Empowerment Act" [CDT Exon Page: http://www.cdt.org/cda.html] which would prohibit the 

FCC from regulating content on the Internet and encourages the development of parental blocking technologies. 

 

The latest versions of Netscape and Internet Explorer, which includes built-in binary decoding, will make the 

vast collection of pornography on Usenet more available to everyone.  

 

Obscenity 

 

According to the American standard (Miller), to find obscenity, the trier of fact must determine  

1)  that under contemporary community standards, the work, taken as a whole, appeals to the prurient 

interest;  

2)  that the work depicts or describes, in a patently offensive way, sexual conduct defined by state law; and,  

3)  that the work, taken as a whole, lacks serious literary, artistic, political or scientific value. 

 

The most significant open area in the Miller standard is the issue of "contemporary community standards". If 

Miller continues to have any relevance at all in the on-line world, then the community whose standards should apply is 

the community of the Internet, which by and large has shown itself tolerant of almost anything, except perhaps 

photographic depictions of child pornography. As with most free expression issues on the Internet, the best solutions 

are technologically based. 

 

Spamming and Anonymous Remailers 

 

 Sending bulk email to lists of addressees without their request or an understanding that it would be welcome.  

Spamming clogs communication channels and overflows recipients’ email boxes.  Most ISPs and access providers 

used to tolerate spamming, however nowadays many are openly against the practice. 

 

Anonymous remailers exist globally on the Internet; they accept incoming email, strip off origin info, and 

then forward to addressee. 

  

Canada and European Commission are already recommending their prohibition.  

Gambling 

 

There is a long-smouldering dispute over online gambling in the US whereas at other countries it has not 

been elevated to a significant issue. Transborder nature of Internet gambling compounded by possibility of disguising 

the originator or the destination has not helped in regulating the undercurrent practice.  

 

It should be noted that gambling per se is not explicitly forbidden on the Internet, but countries have widely 

varying regulations.  For the first instance of levying a fine for Internet gambling in the USA, see 

http://www2.phillynews.com/inquirer/97/Jul/02/business/BET02.htm. 

 

 

 

CASES OF COUNTRIES 

 

 Countries in the Asia Pacific, possibly primarily in line with the path of development and in unison with the 

level attained, have evolved quite varied practices when it comes to cyberlaws issues. State policy, possibly due to its 

overriding hegemony, is highly influential more so than cultural or linguistic factors in fixing the sate of cyberlaw 

affairs in a country.   

 



Multinational  

(http://www.cybercity.hko.net/HongKong/saxon/threat.htm) 

      

ASEAN Nations Agree to Censor  

 

In September 1996, the Association of South East Asian Nations (Brunei, Malaysia, Singapore, Indonesia, 

the Philippines, Thailand and Vietnam) agreed in theory to police the Internet and block off sites that run counter to 

Asian values. They did not reach an agreement on what to block, or how. Southeast Asia is quickly becoming one of 

the worst regions for cyber-rights protection.  

 

From the declaration of concerned parties in response to ASEAN nations decision: 

How significant is the recent decision announced on September 4 by ASEAN nations to collectively regulate content 

on the Internet?  And, the document, signed by a number of human rights and Internet liberties organizations in deep 

concern over ASEAN move?  Does the lack of agreement on a common regulatory strategy by ASEAN member 

nations demonstrate the futility of attempts to introduce online content regulation schemes? 

 

Australia 

 

Australian investigation in to online information and entertainment broadcasting services: The report 

examines the appropriateness of developing comprehensive codes of practice which are in line with community 

standards, in recommending a regulatory framework through own findings and the results of previous studies on 

related issues and research into community attitudes. 
 

The Standing Committee of Attorneys General (SCAG) put the proposed state legislation "on hold" and 

effectively handed over responsibility to the Australian Broadcasting Authority. Western Australia, however, is still 

proceeding independently with its own legislation. The Attorneys General would meet again in October to reconsider 

the situation. 

 

The Minister for Communications and the Arts issued a direction in Spetember 1997 requiring the Australian 

Broadcasting Authority (ABA) to investigate matters relating to the future regulatory arrangements for the content of 

on-line services, in respect of the principles for a regulatory framework released by the Government on 15 July 1997 

(http://www.dca.gov.au/policy/framework.html) and any draft exposure legislation released as a consequence of 

consultation on the principles. 

 

The ABA intends to quickly to consult with the on-line industry towards assisting the service provider 

industry to develop codes of practice and the development of appropriate standards for labelling on-line content that 

are in line with international developments. 

 

The ABA proposes to establish an On-Line Labelling Task Force. The Task Force will facilitate further 

consideration of issues concerning labelling of on-line content and filtering of material which is unsuitable for 

children. “In this regard, the ABA is particularly conscious of the need to ensure that content providers and users of 

the labelling schemes are not disadvantaged in terms of both having Australian content accessed by users around the 

world, or enabling Australian users to access a wide variety of material when using software filters.”  

 

“To this end, the ABA is participating in the International Content Rating Group. The ABA has joined in this 

group with the Internet Watch Foundation (UK), the Recreational Software Advisory Council (USA), the ECO Forum 

(Germany) and Childnet International (an international charity with offices  

in the UK and the USA). One of the aims of the group is to consider the development of a model for Internet content 

labelling which can be used by content providers and users, wherever they may be located around the globe.” (Email 

dated 17 September 1997 from David.Goldstein@aba.gov.au to the author.) 

 

URL for reference is http://www.dca.gov.au/aba/hpcov.htm. 

 

Burma  

 

      Hide that Modem!  

 

In an attack on the country's political dissidents, the military regime in Burma has outlawed the unauthorized 

possession of a computer with networking capability. Prison terms of 7 to15 years in prison may be imposed on those 

who evade the law or who are found guilty of using a computer to send or receive information on such topics as state 

security, the economy and national culture. (Financial Times 5 Oct 96) 

 



China 

(http://www.eff.org/pub/Global/China/) 

 

      Censorship of Web Sites  

 

In September 1996, the Chinese Government blocked Internet access to approximately 100 web sites 

including CNN and the Wall Street Journal, and overseas dissident sites.  

 

      Internet Access Provider Registration and Centralized Censorship  

 

Early in February 1996, China issued new rules to regulate links to the Internet, ordering all existing 

computer networks to liquidate and re-register. All networks must use international channels provided by the Ministry 

of Posts and Telecommunications (MPT), which will install software to filter out politically sensitive or pornographic 

information. All existing interactive networks will be subject to management by the MPT, the Ministry of Electronics 

Industry, the State Education Commission and the Chinese Academy of Sciences. The rules ban organizations and 

individuals from activities violating state security or secrets laws, and ban pornography and political content.  

 

      Individual Internet User Registration with Police  

 

In mid-February 1996, Internet users inside China were ordered to register with the police within 30 days and 

sign a promise not to harm the nation and not to commit crime. The aim of this procedure, according to a police 

computer regulation official, was for "the healthy development of China's information industry", to "prevent criminal 

behavior in this area" and to "halt the flow of harmful information".  

 

Hong Kong 

 

 Raiding of 6 ISPs for lack of license to operate. 

 Issued a regulation for access to Government Information: http://www.info.gov.hk/access/ 

 

Japan 

 

http://www.eff.org/pub/Censorship/Foreign_and_local/Japan/art_21_constitution.japan: Article 21 of the Japanese 

Constitution, providing for freedom of association, assembly, speech, press, and expression, freedom from censorship, 

and a right to privacy. 

 

 In a recent news release it’s reported that Japanese police are going to start cracking down on Internet 

pornography. The initiative will involve revising an adult-entertainment statute to prevent increasing use of the 

Internet to promote sex industry.  (http://www.nando.net/newsroom/ntn/info/071197/info11_18072.html, 

http://www.yomiuri.co.jp/newsj/0711dy14.htm). 

 

Malaysia 

 

Malaysia has initiated its ambitious project to establish a multimedia corridor initially in Kuala Lumpur and 

eventually spanning the mainland from North to South.  Malaysia has also been dealing with cyberlaws towards 

effecting cyber institutions.  See Section on Cyberlaws below. 

 

Pakistan 

 

 Electronic Media Regulatory Authority Ordinance (Feb ’97): 

 Established EMRA 

 Counts “cyberspace” among media for “broadcasting” 

 A broadcast shall promote respect for: 

 the sovereignty, security and integrity of the Islamic Republic of Pakistan 

 the national, cultural and religious values 

 the principles of public policy as enshrined in the Constitution 

 Law, order and justice. 

 Otherwise, punishable with imprisonment up to 5 years and fine to US$25,000. 

 

  Pakistan Telecommunication Act (Oct ’96): 



 Established Pakistan Telecommunication Authority (PTA) 

 Whoever “dishonestly obtains any telecommunication service, with the intent to avoid payment of a 

charge applicable to the provision of that service” shall be guilty of an offence under this Act, punishable 

with imprisonment up to two years and with fine up to US$250,000. 

 “… In the interest of national security or in the apprehension of any offence, the Federal Government may 

authorize any person or persons to intercept calls and messages or to trace calls through any 

telecommunication service.” 

 

  Freedom of Information Ordinance: 

 Regulates access to official records. 

 

  Electronic Information Services license: 

 Bound with national security clause of the Telecommunication Act; 

 Contravention not remedied to the satisfaction of PTA is punishable with a fine up to US$8,000,000!   

 

Russia 

 

Crypto ban: http://www.eff.org/pub/Legislation/Foreign_and_local/Russia/russian_crypto_ban_english.edict 

 

Singapore 

 

 http://www.eff.org/pub/Global/Singapore/Censorship/Internet_censorship_bills/ 

960813_hrw_sg_netcensor.letter: Human Rights Watch letter to Singaporean ministers, condemning as repressive 

the country's late-1996 plan to filter all national Net use through government proxies to prevent access to posts 

critical of Singapore's government, "misleading" news, content that promotes "religious deviations", "dangerous" 

material, "hate speech", pornography, info about homosexuality, and "exploitation" of violence or "horror". 

 http://www.eff.org/pub/Global/Singapore/Censorship/regulations.071196.txt: Text of Singapore regulations. 

 

      Regulation by the Singapore Broadcasting Authority  

 

  The Ministry of Information and the Arts has initiated regulations recommended and administered by the 

Singapore Broadcasting Authority. Under the new rules, discussion is 'free' to take place as long as it "does not 

undermine the moral values, political stability or religious harmony of Singapore." Effective September, Singapore's 

access providers will be required to install proxy servers that will restrict access to Web resources that are 

"objectionable," as defined by the Singapore government. What are frightening is that few challenge the restrictions 

on access to "amoral" sites such as Playboy, "or blocking the stoking of civil unrest over racial or religious 

intolerance," and that the controversy centers on the political restrictions. The new decrees require religious and 

political discussion groups to register with the SBA, which will censor material it considers likely to incite unrest.    

The larger issue is that Singapore is often singled out as an example for other Asian countries to emulate, of economic 

and organizational success. The question is at what cost and whether liberty is to be sacrificed at the altar of so-called 

"progress."  

 

 

Vietnam  

 

      Strict Controls on Internet Content and Users  

 

The rules came into effect through the directive, issued by the General Directorate of Posts and 

Telecommunications stipulated that subscribers would only be allowed access via companies that restrict information 

in accordance with state regulations. In addition, subscribers are legally responsible for any information they provide 

or receive. These regulations come after the April admission by a government official that Vietnam intends to use 

filtering software to censor the net. 

 

Service provider liability 

 

Of all the issues, probably the one that sticks out as the most important for a service provider is likely to 

concern its liability. 

 



Fear of liability for copyright infringement, obscenity, libel, fraud and other offences may cause many 

Internet service providers to go out of business or enact speech-chilling policies. The restrictive use policies of 

America Online could be an ominous sign of things to come. 

 

On the other hand, it’s not possible to hold sysop totally responsible for what traverses an Internet server site 

as many events take place in total transient state. (Ref.: "Granularity and the Law of Cyberspace", by David Johnson 

http://www.eff.org/pub/Censorship/granularity_cyberlaw_johnson.article).  Excerpt: 'With regard to intellectual 

property doctrine, the simultaneous bigness and smallness of intellectual artefacts in cyberspace causes serious 

problems. Should we consider each e-mail message a "work"? How can we use the "proportion taken" factor in a "fair 

use" analysis when we are dealing with the copying and forwarding of "whole" e-mail messages?  The same can be 

said about many other areas of law. The large numbers of small bits traversing a network make it nearly impossible for 

a sysop to review messages in advance -- and therefore requires us to rethink the application to sysops of traditional 

"publisher" liability for defamation...' 

 

 

Differences between Eastern and Western Approaches to cyberporn: 

 

Ref: Rieko Mashima: From "Dial-a-Porn" to "Cyberporn": Approaches to and Limitations of Regulation in 

the United States and Japan, http://www.usc.edu/dept/annenberg/vol2/issue2/mashima.html. 

 

The great difference between American and Japanese approaches towards controlling obscenity online is 

legalism vs. substantialism (voluntary self-control). However there might be better suitable (or acceptable) ways to 

exert control over computer mediated communications, taking into consideration its new democratic value, the 

importance of the right to freedom of speech, and the (legal) culture of each nation. 

 

Protecting children from accessing pornography in cyberspace is a legitimate concern. To achieve this 

purpose, the U.S. enacted special legislation to control the content of cyberspace communications by imposing 

potential liability on Network Service Providers and users. However, this approach is very problematic given the lack 

of consensus about what speech to permit and what speech to punish. The U.S. approach is also likely to lead to 

protracted litigation that stymies rather than encourages reasonable resolution of the problem of how to protect 

children from cyberporn. On the other hand, the "voluntary" approach in Japan that places all responsibility for online 

contents on network users and absolves Network Service Providers may do little to constrain the most controversial 

features of networked computer communications. Moreover, relying upon extralegal administrative guidance creates a 

dangerous precedent in the field of speech, where truly coercive government action should be subject to judicial 

review in order to help preserve free speech. 

 

Whether to access cyberspace and how to do so are individual decisions, subject to individuals' free choice. 

User control based on blocking software, content labelling systems, and voluntary monitoring by Network Service 

Providers offers a better solution because these technologies are less restrictive against constitutionally protected 

communications. New legislation is not necessary when existing law can be applied to the most extreme cases; new 

technological development is necessary and should be supported and encouraged. 

 

In another angle of perspective, Mr. Tim-Berners, the father of WWW, has this opinion on requirement of 

some central point of control to police content, protect copyrights, punish offenders: “ For a decentralized system to 

work, you need a few global rules and you need authorities to set up those rules. We’re talking about two sets of rules.  

We’re talking about protocols on the Web, and the Consortium (World Wide Web Consortium (W3C), Laboratory for 

Computer Sciences (LCS), Massachusetts Institute of technology (MIT)) is there to help. 

 

“The other set of rules is the law of the land. It’s important to remember that things that were illegal using 

paper are still illegal using electronics.  But in some instances, laws have been phrased very much in terms of paper.  

Copyright is a very good example. … Laws of intellectual property are important and must be taken across into the 

Web, but laws will have to have to be polished and refined so that original intent and concept that define how our 

society works will be maintained. But if anyone proposes that there should be a central point of control for the Web 

for organizing data, I’d suggest that’s impossible, because no one organization can come up with a perfect 

organization for all data.  Central control also wouldn’t work for censoring content. That’s why the Consortium’s 

Platform for Internet Content Selection (PICS) protocol is there, so parents can select appropriate content for their 

children without having a central government body decide what “indecent” means. In general, the way the Web works, 

central points of control simply don’t work because they don’t scale.” (Sharon Watson, “The father of the World Wide 

Web”, Ericsson Connexion, March ’97, pp: 35-38). 

 

Rating, Filtering and labelling of Online Content 

 

(See: http://www.eff.org/pub/Censorship/Ratings_filters_labelling/, and Platform for Internet Content 

Selection (PICS) (http://www.w3.org/PICS). 

 



Originally a proposal of the Information Highway Parental Empowerment Group (IHPEG), a consortium of 

Netscape, Microsoft, and Progressive Networks. PICS today is a project of a broader organization, the World Wide 

Web Consortium (W3C). The PICS standard is a proposal for Internet content labelling systems that allows for 

multiple labelling systems and other key features (this proposal is, however, under some attack as misguided.  PIC 

has some rather unique features, including its adaptability to other issues than content filtering, such as privacy 

protection. PICS-based systems have already been released as of late 1996.  

 

Sample listing of available tools many of which are PICS-compliant: Net Shepherd's daxHOUND, Matilda, The 

Internet Filter s/w, PlanetView (iScreen), Solid Oak Software's CYBERsitter and Voluntary Content Rating System, 

Surfwatch (http://www.surfwatch.com/index.html), NetNanny, Automated Collaborative Filtering (ACF), HOMR, 

Parental Control Technology: WebHound, Cyber Patrol & Cyber Sentry, Clickshare, Bell Labs/Lucent Technology's 

Signet prototype rating/filtering service, N2H2 Internet Filters, AgeCheck, Yahooligans, SafeSurf filtration service, 

ComMentor, Alex Stewart's Internet Voluntary Self Rating (IVSR) proposal & TeacherSoft's "InterGO", Internet 

WatchDog, WebTrack, etc. 

 

C|Net comparatively reviewed the performance of eight net filtration "solutions" 

(http://www.cnet.com/Content/Reviews/Compare/Safesurf/) and found them to work fairly satisfactorily. It’s found 

that most have limitations, some employ subjective criteria and /or produce unintended results. The review found that: 

basically, software is no substitute for parental guidance. Most products can be defeated; those that can't are so 

restrictive that kids may be prevented from getting the most from their online experience. Their advice: supervise your 

children when they're online, just as you do during other activities. Software, the government, standards organizations, 

the V-Chip--none can replace Mom or Dad as copilot. Still, C|Net finds SurfWatch and iScreen rather acceptable. 

 

The Citizens Internet Empowerment Coalition (CIEC, http://www.ciec.org) is a large and diverse group of 

Internet users, businesses, non-profit groups, and civil liberties advocates, who share the common goal of protecting 

the viability of the Internet as a means of free expression, education, and commerce. 

 

Thanks to testimony concerning the effectiveness of Internet filtering and parental control software, the US 

Supreme Court on June 26, 1997 unanimously ruled that the Communications Decency Act, signed into law on 

February 8, 1996, is an unconstitutional infringement of freedom of speech over the Internet. Specifically, the ruling 

upheld a challenge of the act by the CIEC, who based their case largely on the availability of effective Internet 

filtering software.  

 

The intent of the Communications Decency Act (CDA) was to prevent minors from inadvertently stumbling 

upon "indecent" or "patently offensive" material in the normal course of using the Internet and World Wide Web. The 

CIEC, however, claimed that government control over the Internet constituted censorship that violated the freedom of 

speech of all users of the Internet, and that the CDA was an unnecessary intrusion because filtering software, such as 

SurfWatch, already provides effective control over what minors can access. 

 

It is clear that technology support is available for selective blocking of content through intelligent software, 

however personal discretion is advised. 

 

CONTACTS LIST  

 

Some online sources of related information that may not be fully referred to in the body of the article: 

 

Jim Warren: Ethics of the Internet Presentation: http://www.sims.berkeley.edu/conferences/warren.html 

Part of: UC Berkeley Ethics of the Internet Conference: http://www.sims.berkeley.edu/conferences 

 

Karen Coyle: Growing Our Communications Future: http://www.dla.ucop.edu/~kec/ethics.html 

 

VTW (Taxpayer Assets Project) - Re surveillance, crypto and telecom policy. Grassroots information and advocacy 

operation.  Send request for information to vtw@vtw.org  

 

CDT (Center for Democracy and Technology) - Access and civil liberties issues. Washington-based group focused on 

citizen issues.  Send request for information to info@cdt.org  

 

EPIC (Electronic Privacy Information Center) - Technology-related privacy issues. Washington-based 

privacy-advocacy group. Send request for information to info@epic.org  

 

Privacy Rights Clearinghouse - Local, state and national privacy issues. Univ. of San Diego-based resource and 

advocacy center. Send request for information to prc@pwa.acusd.edu  

 

EFF (Electronic Frontier Foundation) - http://www.eff.org/ 

 



Godwin Obscenity Article 

        http://www.eff.org/pub/Censorship/Pornography/obscenity_online_godwin.article 

 

Pathfinder Thomas Article  

        http://pathfinder.com/@@doPTvOFi8gAAQP5G/time/magazine/ 

        domestic/1995/950703/950703.cover.marquis.html 

 

Peng Hwa Ang: How countries are regulating Internet Content (http://www.PanAsia.org.sg/c001p015.htm). 

 

 


